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Cryptography is essential for protecting information and securing communication in the digital age. With the development of modern public key
cryptography, important practical issues such as choosing an adequate key size for a cryptographic system often rest in the computational
complexity of some mathematical problems. Quicker algorithms for solving these problems would therefore be of great significance, because the
key size of the encryption scheme would have to be increased. 

The present standard bearer of public key cryptography in the U.S. is the RSA cryptosystem, which has been in use for more than 25 years. To
maintain the security of the system, it has become necessary to steadily increase the size of keys used in the system. According to a widely
accepted estimate, an adequate security level for the year 2020 will require a key of 1800 bits, which will probably be beyond the means of low
power mobile devices like cell phones and PDA's. This is why people have been developing other cryptosystems, such as elliptic curve
cryptography (ECC). This seems to be able to provide the necessary security with a key of only 160 bits. 

Ming-Deh Huang and Wayne Raskind at U.S.C. have applied the theory of arithmetic duality to develop a unifying framework for investigating the
foundational security of discrete-log based cryptosystems including the ECC. Their work provides new insight as to why the well-known index
calculus method has been successful in treating the discrete logarithm problem in the classical setting of the multiplicative group, but less so for
elliptic curves. On the other hand their approach also leads to new avenues to explore for attacking the discrete logarithm problem in the classical
and the elliptic curve settings. Through their collaboration, deep mathematical machinery has been turned into powerful tools to study
cryptography. Huang's work is supported by the NSF grant CCR-0306393.
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This work is notable because:
This work is notable because it provides new insight as to why the well-known index calculus method has been successful in treating the discrete
logarithm problem in the classical setting of the multiplicative group, but less so for elliptic curves. On the other hand this approach also leads to
new avenues to explore for attacking the discrete logarithm problem in the classical and the elliptic curve settings. Deep mathematical machinery
has been turned into powerful tools to study cryptography.

Other Indicators (Is this work transformative or multidisciplinary?):

This work involves high risk research.
The proposed work is of high risk and multidisciplinary involving an interdisciplinary team from Computer Science and Mathematics.

This work involves multidisciplinary research.
The proposed work is of high risk and multidisciplinary involving an interdisciplinary team from Computer Science and Mathematics.
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