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1 Summary

Lattice cryptography is a very promising and fast developing area of mathematical cryptography, with many
exciting open problems related both to further developing the theoretical foundation of the field, and bringing
the existing theoretical work to practice. In recent years, lattice cryptography has already brought on major
theoretical surprises, in terms of security (being based on worst-case complexity assumptions), functionality
(e.g., the construction of fully homomorphic encryption, a task previously thought to be impossible), and
efficiency. Moreover, lattice problems play a fundamental role in many areas of science and engineering,
including communication theory, combinatorial optimization, algebraic number theory, crystallography, just
to name a few. So, while the current foundational framework of lattice cryptography already offers compelling
motivations to further investigate the area and try to bring current theoretical work to practice, there is a
great potential for more surprises to come, both within cryptography, and beyond.

2 Background

Lattice cryptography has its roots in a breakthrough discovery of Ajtai [1] which connected the worst-case
and average-case complexity of certain lattice problems. As cryptography relies on hard-on-average problems
(e.g., when a key is chosen at random, the corresponding cryptographic function should be hard to break),
Ajtai’s discovery identified lattices as ideal objects to base cryptography on. Initially a subject of mostly
complexity theoretical investigations, lattice cryptography is today one of the hottest and fastest moving
areas of mathematical cryptography. Two factors recently contributed to bringing lattice cryptography under
the spotlight:

• the increasing number of rich cryptographic primitives (including identity based encryption [8, 4],
encryption secure against key leakage attacks [3, 9], or even fully homomorphic encryption [7, 20, 18])
which can be based on the conjectured hardness of lattice problems, and

• the potential efficiency and parallelizability of lattice based constructions (e.g., see [11]), compared to
traditional cryptographic primitives based on number theory.

Finally, as an added bonus, lattice cryptography appears to be resistant to quantum algorithms, and (in
contrast to traditional cryptography based on factoring or elliptic curves) would remain secure even if large
scale quantum computers were to be built.

Fully homomorphic encryption. The flexibility and potential of lattice cryptography is well illustrated
by Gentry’s recent discovery [7] of a fully homomorphic encryption scheme based on lattices. A fully homo-
morphic encryption scheme is a public key cryptosystem such that arbitrary computations can be carried
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out on ciphertexts, without decrypting them, and in fact without even knowing the decryption key. The
potential usefulness of such an encryption scheme is clear. Think for example of submitting queries to a
web search engine, encrypted under the user’s public key.1 Using fully homomorphic encryption, the search
engine could still evaluate the encrypted query and return an encrypted list of matching pages, without even
knowing what the query was, or what pages matched the request. Only the user submitting the query would
be able to decrypt the reply, and obtain the search result without ever revealing the query. The potential
applications scenarios for fully homomorphic encryption are countless: consider for example submitting en-
crypted queries to a patent database, or loading encrypted financial data to an on-line tax filing program, or
running an encrypted program in a cloud computing environment. In all such situations, fully homomorphic
encryption would allow the safe use of remote (untrusted) on-line services while keeping sensitive user data
under strict and direct control of the end user. Fully homomorphic encryption is so powerful that till recently
many experts in the cryptographic research community doubted if fully homomorphic encryption schemes
even existed. After Gentry’s initial result [7], other methods to achieve fully homomorphic encryption have
been discovered [20, 18], but interestingly they are all based on lattices.

Resistance against Key Leakage. Cryptography relies on the randomness and secrecy of key material.
In practice, however, keys often do get partially compromised: side-channel attacks, the usage of the same
key across several applications, or the use of imperfect randomness in the key generation process, can
all lead to keys that are far from the perfectly random idealization used in much theoretical work. The
cryptography community has been studying the possibility of basing cryptography on imperfect keys for
years now. Interestingly, the problems underlying lattice-based cryptography have recently been shown to
be robust again key leakage [9], leading to private key encryption schemes with graceful security degradation
properties. So, if the key used to encrypt is not perfectly random or it gets partially compromised, encryption
would still provide some level of security. Obtaining similar results for most other cryptographic primitives
is currently an open problem, but the potential of lattice cryptography to achieve security in the presence
of key-leakage is clear.

Efficiency. Another distinguishing feature of lattice cryptography is its potential efficiency. Most cryp-
tographic functions based on lattices only involve arithmetic on small (single word) numbers, and can be
easily implemented both in software and hardware without the use of arbitrary precision arithmetic libraries.
Moreover, as most lattice functions operate on vectors and matrices, they can be easily parallelized. In some
settings, lattice based cryptography has been shown capable of delivering performance levels comparable
to ad-hoc block cipher constructions [11], which is quite remarkable for mathematical constructions with
supporting proofs of security. As highly parallel computer architectures become predominant, lattice cryp-
tography is expected to become increasingly attractive, compared to conventional cryptographic functions
based on number theory, even for traditional tasks like basic (e.g., non-homomorphic) encryption and digital
signatures.

Challenges

While recent research developments point to lattice cryptography as a very attractive area that may revo-
lutionize the way we secure computing systems today, there are many challenges that need to be overcome
before lattice cryptography can become usable and used in practice. Much research is needed, both on lat-
tice algorithms, complexity, cryptographic constructions, and related areas like algorithmic algebraic number
theory, in order for lattice cryptography to reach its full potential. Some of the current challenges of lattice
cryptography are described below.

1This is quite different from the traditional use of cryptography, where messages are encrypted under the recipient’s key,

e.g., the public key of the server.
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Algorithms and complexity. Our current understanding of the concrete complexity of lattice problems is
very poor. There is a substantial gap between theoretically faster algorithms [14, 2, 6, 13], and asymptotically
inferior practical heuristics [17, 5] which perform well on moderately small problem instances. Getting a
better understanding of the algorithmic complexity of lattice problems is of fundamental importance if
we want to be able to extrapolate the running time of the best attacks to lattice-based cryptographic
constructions, and estimate appropriate key sizes to be used to achieve desired levels of security.

Cryptographic constructions. While many cryptographic functions based on lattices have roughly
quadratic [8, 4] or even linear [15, 10, 19] running times, the overhead constants hidden by the asymp-
totic notation typically make the constructions unattractive in practice. Moreover, for many cryptographic
primitives, asymptotically efficient (almost linear time) instantiations are not known yet. New and better
methods to use lattices to realize various cryptographic primitives are needed, as for most cryptographic
primitives (including fully homomorphic encryption) the best currently known constructions are still far
from being satisfactory in practice.

Algebraic lattices. A very promising approach to greatly improve the efficiency of lattice cryptography
is based on the use of lattices that arise in algebraic number theory [15, 16, 11, 12]. The potential efficiency
benefits of such lattices are huge. Typical lattices are described by an n× n matrix, leading to a quadratic
dependency of key size and computation time on the security parameter n. Algebraic lattices admit much
smaller representation, typically linear in n. (Intuitively, only one row of the matrix needs to be stored, and
the other rows are implicitly recovered using algebraic operations.) Still, only for a handful of primitives
(e.g., collision resistant hash functions) it is currently known how to exploit the algebraic structure also
to speed up cryptographic computations, and how the algebraic structure affects security. Much work is
needed both to develop better algorithms to operate on these special algebraic lattices, and improve our
understanding of the complexity of these problems so appropriate key sizes can be chosen.
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[19] D. Stehlé, R. Steinfeld, K. Tanaka, and K. Xagawa. Efficient public key encryption based on ideal
lattices. In Proceedings of Asiacrypt, LNCS. Springer, 2009.

[20] M. van Dijk, C. Gentry, S. Halevi, and V. Vaikuntanathan. Fully homomorphic encryption over the
integers. In Proceedings of Eurocrypt, LNCS. Springer, 2010. To appear.

4


